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jujllll JS* 4 jLJ1 

1 tjj^du >oliSj $£s to “ 

Operating jAz. jib,* U j\ >olfej 

dL>Louj ^A9 OS ^ System 

$>(3^01 UlLoJt ^lixJLi vO^OwoJqI AjJ (J^O ^^llt dLoSjJol 
£[^ 1 $ diwouLajj >oLiuOJ >o>9J 3 6 ^Jl... IsjIa 4 Ll^-cub- 
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Jt *AjJ OjwOuUJt ^lA£-t “ 

Lj>]I 3 >oUJol CPU djj^Jot d^JIsdot ^A>-j ^)bt - 

.U^A52J d!L> ^ CiLJUJot 
CilijjIxjJt j^bl - 


(ROM Lis ^t^Jt 3 RAM d^xil ) g^lill *jbl - 

I/O ^t»|t 3 Jbo^l ^bt - 

GUI dULAJ^OJJ vQA^OwoJqI Ljj - 

: LJ^wUlbJl CiliJ 

t cj^^ojLJ! d5il i^y o (Jb>! 

Machine Programming Language dl^l <ted * Ja>JI - 

. >«ld>3-aiLl Uo, (jLoJ <~s i 3A^ J 

^-CwUUj ^ ^JUJqI diL Ujj1j£ >cjj fjA j x (jjllll (Ja>JI - 

^lAiowail >oj j Assembly Language Ls^Jot d^JJI 

.dJ^I dii! Ui^iJ Assembler 

j High Level Languages ^jJwuJq) 3jJUJ t CjUJJI ♦. dillilt Jj^JI - 
CiLa^ilot ><sA>JwajJ j Basic 3 C dizL (jlau^Ll o>£l CilxJ 

. dl^l ted (_^ll ULjdvi! Compilers 
. C++ ^ JAVA (L d^cuoi o- ^o ^ ” 



? Lo - 

IjJ a^UJJ cl/CA-C 3 ^j 3 JjiLaijJt sLoJSjj g-tjjl dJwuujJLj 

: dllS 3 ^>jujjli_x5 ^jA >3 j^isi ^ 

i >oA>Owa)Jcil LJwOlA* - 

♦ 

3 SUI (Single User Interface ) 3^3^ 3JI Jt ISa vOwOlijj J 

3A LaS 3^0 J}&\ (J^lsjJt 3^-oJ V ^ L _^A 5 s 3 

MUI ( Multi User 3A3 ^IDI g^ill lot 3 Unix ^U^l! dJwuui)L> JUJI 
3^0 >jA> 3 waL^i! g^jJt ISa ^ojj j Interface) 

GUI (Graphic User Interface 4^3^03 33^ lo Id \t- CjIaa^I 

IaSILoI (J -<3 3 (Jj^aijJI LoJSjt jLuJcs *Sa 3 

. Windows 3 Linux LoJajj 

: >o1aJqI LJwOlA* " 

♦ 

a^oA^o J^Ujj ajt J\ Single Tasking ^IaJqI I 
ait J Multi Tasking ^UJal 3I ^> 1 $ ^3 
/QJ ^liU *Sa 3 A>l3 C133 l £l 9 >qIaJciI 3^0 ds^3-<iA«wo 

♦. (Jax-oj 3 JI voiSj 3^0 £A;I Aj. 1>3 
Single-user Single-tasking »UJal ^>3 ^^aowoJqI ^>3^11^ 
Multi-user Single-tasking »IaJqI ^3>a>i>LaJal 
Single-user Multi-tasking »IaJoI ^^SowoJqI ^x^^USj 



Multi-user Multi-tasking »UJal .a^woJq) ±±*1* 


? JUJol \±£t> jjbj - 

CijK A33 l ^UqI (^>iJt CiLlix52J;l ^3 sLoiijt Clijjjt 

df52-0 Cijl£ j (JdiLaU iLoiSji V 3 dLuwOJJ 

iLoo9J 3 A ><jA>JwaiJc5l A33 dJ^JI (J^olssjJI (jLaul (j£*AJ V 3 

dJ^^S-oJ j dLol£ j (J1>.^^JI CjLLo^ djL£ I&Ia j ^ojjJqI 

IOCS £-l^pJ 3 (Jl^ol CjLIa^ ddS^A ?LaU^l ^>JJI ><j3 «1aaJqI 
tj 2 JjJ djixkll djtajJI CjjIS j (Input/Output Control System) 


. JjiLao Jl du&A *j $3 

vC^JLj IaJ^J-A C)K ^3JI 3 ^>IoLJt iboJcijj yOJ CjLjjJwOjJI ^3 £ 

ISA J& J S&S >3 £A>-3J dJ^^O^-A «LaAa ^ >oIaJqI £1A> 

jjjLj >o 3 3 JCL (Job Control Language) dxJjj^ >« 3 j ^> 3 i\ 
jjJdjJI ISa d^OA^Q ^)«A JJ^t £0-01 jjt Jt yoliojJt ISA 

£1A Cikll 52 JwUjJI £pS J-aLuuI ^ill J CaUJUJol i >3 dO>Lo 
(JLuu;l _3 (J-ol^dJt ^^9 CjI^>ojJI 3 Cilss^obJI 3 oAaj^I d>-l>- 
j dj^i JdiLaU sLoJoj^ sLojLa d^L>Jt CuK Cil^dwOjJI Jjsi CiLLjJt 
Jji (jwo Unix L >u^jj3jJI ^Udj jjjJdj >qj sjjiJI di!j 
V3I c)K J C <L>*Q)j]l d^J l >juwou>a jA djl j Dennis Ritchie 
voA^OwoJqI (J^llLo ><aJ ISJ C ^LoJqI ddJ \& d^Jj £-a>jj >«lL>d 



ajjAwOlJt sLoiJt dllS J152J CAjQ l£ 3 dl dul£ (j'j 

xu 3 Kernel i\^ d^o>u Linus Torvalds x>li du,> L >ju^lii! 

^IsS dlso* 3 dLuwaull dllS 3 Unix xillSSj 
duoli CjIjSSLojJI ^ 3 . Linux xjIISSj djjxuau duu 3 xaAidLadoi 

CVO [)jj£ liLaoOwout Cl 9 ^I ( 3jJI 3 L £-oi*wa>Jf ^UJI ^l! £^11 

Steve Jobs U-^waijjxu JjI d£>ai dul£ 3 dllSSt 
*>L IjJ^wOuJ £-JlxO. Jot ti* Jjbj o* (_J^ StGVG Wozniack ^9 
toSP IBM d£^aJ dul£ A9 3 . (JjSdd)SJI sLoiSSl Jl>w 0 ^3 d±&jj 
duu 3 JjiLoij xaliSSJ UjlSSSl dJoij duK 3 dllSSt JUJot ^ 

>oj Tim Patersen J x>lli>S JJ3L3 >o 3S Bill Gates o djWLaj^ 
dJ Cl9J-oj dllS XU lod52J 3 d93^^ dJjllo Jtj-xsljt^bt 

jta-ol xu 1985 jdljp 20 ^ 3 . MS-DOS djJXUOIJ dUOJ 3 dlxUUUj 
U^zSxs (jl£ ^Sll 3 Windows 1.0 xuait di>3 xJUJIj SStjj xjUdS J 3 I 

3 dUuuUJt dJ'jl UjXi £>dUXi diljjwOXU (jjt dll> JjiLduJI xiUSSl JS*\ 

d-cJ^j^ll js^Jdj 3 .. ( 3 I 3 II i^x$^ voLaj^Jt 3 djl^Sjt 

^ ojuxlll 0^3 3 . Windows 8.1 xiUSil C1L03 J (jJt 
(J 3 I Cloj 2003 l ^93 d^ 3 ^11 ^j3 dujjj ^Slt dxsiSS^It 

O&JD (3^1 <Jj 3 3x5 Ju^Ju^i ^xujuxj di >5 c 9 SI>aJJ 3^S xaliSj 

Google Jji 3 x 5 d^>dj lS 1& St>>jwajVt XU 3 Andy Rubin 

jjLu d^SJI L3jt3JiJt33k3 ^<3 3 dllS Android 1.0 J^Lbt xu3 



ijl Android 4.4 KitKat aiwuuJJ j id!i 

iaisj) a>^ 3 LS . ios 7 djjfcwo i ll ios (JjI ^Udj 

ek3l><i>lS ajwajjJLi Tizen OS j Firefox OS Ul* (_$>>! 

. sb^ilt j 

i JjiLduJI v<JSj djjj ♦. (jjllSI olflt 
? ^USS Jj^Jo - 

J djjjivj > 0 JJ CiL>wO)jJI jJti IjjSS L£ (Jj^OJjJI yollSj 

CilijjixjJI j ^-w-qV^jJ! L^Jjiv^c l^woi^ILj >oj3jJ tf^tilt dl£j 

LoAic- 4 (jjjivjJt J 

^^cwojj ROM Joii ^|>iJt Jjw<x>3 

u^>s 93 j ^wob>i!t ISa >q>L j IPL (Initial Program Lood ) 
oJ-oJi (J-XS yoLiSjJt (Jj_-0>3 yQJ aJvO^LuU jfliJI J oLJI 

. ^Jiivjwodcii jwol^i Sjijj j^lsi J^5zJt >QJ 

Jj^-aJjJt >oiSj ^3 dJwOuLuui > 0 Ja 1 s^q - 

♦♦ 

vollSj (J£ Ujic- ^QA52J ^SJI dJwOlLui^l CiklJt j\ vOJaIsJqI d9>5^ jjt 
^jA> 3 li& ,/OJ J laJsi^t 3 *ljj voJlsi iLvLo 

^ JLcSj ^>Ssj ^ «LoUi ^Jss J^L> (jwo CikljJt *oa 



»|]S3 (J^9 iLoUJI Zjk ill* 4 (jjuiliJJt £>ii3 

X 3b L£ >QA&lk* 

Job / Process 1 *aJqI 3I J^JI - 
System Call yolbjJI *ta3 - 
Interrupt CaULliJal - 
(J^/OU 3 3^ 3 Process dxub^ojj dJwOljJUs 

Program in Sjijllt Cdo U^b ^o]>i!t 3^0 c^ 0 -^ 

Program group of ii933JI 33L 33 ^wol^j 3 execution 
3JI HD laUdJI 3^ ^oli>i!t £>>j Uisi 3 4 instruction 

3 aLo£- 31 d^Qjb-^ Lobl 3 U^ol^j 3-0-au V Memory 
asz^o 33^ £w*l3>xi djJ-^ 39 3I 3 4 Process 

3 4 ^JUJal 3^ dal^l 3!^ dJS 3 Process Address 

JUui! CjIaLaszJI 3-xs ds^jjQ^Q Ulc- g>933 3! djLo^J 3^0J 
3 ^cj Process Hierarchical o U^lixot 3^00 CjIaLa^ £>>wai 
3<b 3 Pipe Line 3! Pipe 3^00 U3 jj dL^Lo 33^3 3! 

Inter dJ-A5t!t 3 ^uual> 3 Virtual File 3^3 3^ 

. process communication 
: 3^0-033 

2 suLosdt CijlL>3 4 2 3 1 3l3iJ3i^w0 3l3jJw<^ Ci>233 1st 
dJoij 1 jj3^3i Pipe iLo3J^c 1 3^0 




3 Pipe J^ac- Sax* 3A 3 Jli-.il ibij 2 3 Output File 



Pipe LineJ^ i-^ 

jwot^t (jwo ds^j^^Q ( jji> System Call Lui j 

Jj£- 4 V&^£>S>- c ^s^)jJqI l P >3 3 (JjAJluJI >$llSj (^llt 

>3^iv3wOJJ ^i!l C d^J ^UiLailj ^^j-oJqI djJUdt CiUJJI ^ £>S^Lo 

♦* ** 

x ^Jl v^wooijj 3 Sys call u&xj 

^ 3 Job and Process Sys Call (Control) cAj 1*$&]I - 

... tiS>Jt 3 J jiLduJI £ (3-^JJI J <_y39.il (Jj-« CjLL&£- 

4 sfLou^I JLg File Manipulation c_kUot - 

... jjlxJI 3 ^5,kil 3 4 t_9A>JI 
Devises Manipulation jx\^) - 

... ^jjlkJol do-jl j ^jUsl^aljK Communication - 

j Information maintenance dib-oJI ~ 

♦♦ 

... djj^Jol d>JUJol j hit dJojjj-c 














3J3S0 3 lLoc- L ^A9 Interrupts CilstLliil lot 

) o^^ojUJI l ^ j \^>> ^llc- JlSot ♦. ^ILo ^JUJot ^j-ol^l 
♦. f'ljjj Clcu >0waii jj 3 ( ... Flash USB (, 

Execution with administrator mode jjdlol ^UdLojI - 

Cibt^tjjAxj j\ ^woljj Cujjj >ojj Uip* ojl>o 3 

... >olillJt (jsi (Jjjj^oLo^ jjdlot Cil^^Loj ^J-^JJ dlS 3 vollajJt 

J^oj^j Iodic did>3 I/O Interrupts ^]>>^t 3 Jlio^t dstblLo - 
dJL> ^ j\ tfd>3 ^>0 CilljjJt jt JlSoi dAoC- 
... je^-lt 3 ^woujJt callow (_JlS^o iuLostlt ^9 Ua>. ^ 3S3 
Loj| j^o-ouj lo jt External Interrupts 3 l>jL>JI CaULliJol - 
,id>oo dad>3 >ojj Lodlc- dad>3 3 Software Interrupts 

ojL>Jot C193JI s^Ujjl jjs dstLlSJal >o33 3 dli5Lo 3 lLo£- jUdV 

.. d52jLLll d^siotSwO ♦. (JlLo 

Iodic- J-a5o 3 Resume Interrupts isIHLuj^I CjULIS.o - 
. Ready Mode .itagLai^l ^03 ^ SjLqxII 
J£ldi-o ( jjb c^U* da^ fjS dad>3 3 ^wo]>ilt (jjijC CilstLli-o - 
31 3 >JAwOjjii djJ-o^J tfjiwJu diijj ^JjU-wO 31 0 ,cic- d^ouiJt 
. ^^A-^o^JC- tf^tdlt (^9 (jl^o ^>>>lt ^JjUwO 
dad>3 j Machine Accuracy Interrupts dl^t J^ids CaULIi-o - 

. uiLaII jitbdl ^9 JJsJt Iodic- 



ISR (Interrupt Service lj <bJI J^Lau dxLlLo J£ ^ 3 

yajJojjj >533 3 3 J£jj 3 33 >j s>3wd) 3 Routine) 

llllS 3 CPU sbj^Jcst ^^JWsJcit £^>3 CalstbliJol 


C 1 S 3 JI ^^u^IdILo J -03 3 i£- 3 ISR Jj 3 ^oj 

Priority Scheme | 3 j-« J-^sj 

. Enable/Disable ^Lwdl ^3^/^LwuJI ^IDI j 


ojujwoi 3 iLoUJI tf^SSjJI 1 aja >3 3 <llli<b Iklloj 


4 ^J J) £>iSS (J^o- 5 ^^lil 3 a-ol>JI (j£- 

: dJwOlLuij Cjljjj di^lj s^jj^b 4 ^^ 

Kernel tfljjJt - 
Shell ajjJjiJI - 
System Files ><AjJI cAL - 
^3-^>wQ^b^ £l3J ^b Kernel b'l^jJI ® 

L 3 > 52 l!J BIOS ^>0 UAa >3 >QJJ ( j 3 J 1 3 (Jj^OJjJt >ollSjJ yoUJot 
3 .. 3 JlioVt £^<^-33 b^ISJt 3 

j >oliSj ^ 3 ^ ^ybjlill LjJiJt (jab j ojwouUJI 33$ 

^t 33 Jji&il CL Ikl^J 33 (^3 AiwuuJ U» J 

. (J^oKJU xJiajJI jUjI 

£J-o|>kl <j>o 3 sLoiSi^H ><sA ^ «Lo 33 jJqI t^ys AXJ j 

. LbJ 3 «U 52 -ooJqI 

«• ♦ 



♦. Kernel ^ dli* 
a^>aJI 3 jl> 9 jwaj^Li Jjwojj 3 Monolithic KernelaA^Uj St^j 

(^o dJjU UjI^I ( _^Jt asUbl ^ 

♦♦ 

5 > 

4 L-UwOul^>JI A A£- ^0 J^I^aII LbJ^So Lo l^ilb £ ^3-^?*^ 

^9 Lo^axb* o^ASi bbJ (jib Csl^A-Lal £A& <^J 

J^oLJIa >sILaJI Jlbo La-oja ILb* J j a>^o>ill ^A9^o 

,*AaA> £[$3 *li> laLLaa UaIs^ (JjAjsIII aslol 


3 


C>* 3 olsUJ a^QwcuA^ tfljA ^ Micro Kernel tjsz^z tfljA - 
$ ^IjjJI <p!aa iolss-t (jjA pj^> J JaAjzaJI (J^oa a3l Ubl>o 
Jdjjj sIjaII *A& c)AA>- 3A t_ 9 Axu aj-olbJI *A<b (jil 
.^JbzJol ^^Sja^I a>Lai-<s La-« > 3 wcui 

Up^l j ^^illjjbwajl ^ Linux Kernel l> « 13 jJJI tfljA ^6 j 

^i^Jol ^)bj ><j^a£ xsa 3 jA^oJal d>- 3j3w 0 Lbj^ ^1 diUb^Ib I^I^jAAwUjI 

www.kernel.org ♦. LaI>II J'Ab* ^ aJ 
3 ^UbjJI ^>0 Lbdl aijJoJb (J-<iao 3 a>w«>j L ^jb Shell ajjwdliJI " 
laLoJI aIIsJIa aSojjj 3 >ca> 3 wujJqI ^1 jjbJbj ^1 aa^l^JI { j& 

• (3 , jj. La <j ><5 aj£-oj 3 














^ g^^JjjjL flJ\ JZ. C^L> 


><j3j ^1 calkUol ^3 System Files >q11si 1I olkL >oj ■ 

Jl >dS3 ^Luj jjlsZJ J l_iL*oJI 

♦♦ 

J^)SJI AJ A>3 lulg. >q11Sj ^9 ^^)wajJI (_Jj3 3 

3 ( _£^o>ill ^^u^jwoiwo LouLul 64bit j 32bit 
♦♦ ♦♦ 

dJwtujJlj djdSS 3 XsUSill d£^)wUJ ^ k>wQ>i9 

32bit CilS sLoiijj Jfijwoj ajls Mono CoretfA^ djjSl IS (jl£ (jls 


Dual Core or Quad cxoj j\ ^1 j\ ojSjjSI IS ^1 j Lii 
64bit 3 32bit a IS idSS^I JaLwoj a 3 Is Core or Six Core 
jjSI cajK SI RAM ir^ISJI lAjsu^ 32bit aUJU^ ^1 ^Jl asU^ 
jj^l cSlS ^ 13 *£13 ^-2>5o Us£ -*j 3 64bit CaUJIs^ LoSjj 4gb ^><0 






















^ CjLxIWJqI 3^0 ^jJt ids 3I ^II^jXoU 3 4gb 3^0 
dillxs 3 *£1,111 33 4gb djU>Jt 33 dJU Cils-ot><3 Ci>9$3 31 

3 720p *33>- Cit2 d^Q^wUJ; 

6j> 3^3 dyy 1 dl>lill 3^o J^lll dJwaijJlj 3 

Cibjlo diJld* ^ Ljjj ^ 3Jt Bus dj^dil 3 cA^I 

dijiji dd^pdl t ly^d UJ 32 bit CiUjy« x iL «3 laLcJI 
d^dd y 64 bit Ciiyyia ddailllj 3 di 3 32 bit 33>^J ^n^owojj 
^Iljjdo 3 . Ciiyyial *db dc-j^aj jwou^j y« 64 bitj^ysj ^w«wojj 

^lau 3 3) d^^ddss dlilj ^^>33^-0! 36 bit 31 

... 8bit 33L01U A e9>>JI ^)ldc3 .8bit = 1 bytes 
JdLau >oldj *ldJ dd^c- ^oUd 
3;3J0-X5 J13I3J y^- <Jdj >sldj *ld lojj 

ddij^t *id 39 dj^o.>waiji 3J33XJ d^y 3^0 3 4 ywi 33 

33I0-X5 djwaiiiJciLj (jdoi 3d! ^joj3jL>. y^jj ^0 d^yy 13JJ3XJ 3 

JU3J 3x3 Jd! ^Udl *ds ^Ail 3JI3 l ay Kernel Sl^ill 

\ j\j&j 0 3I 3d- ^Lols^l 33^ 3139-yi 3-« ^oiyi doldj 

3I didoj l 3 lo 4 diidy ^ILo >$ldjJI *ld 3-<3 d^f “ 

. di>> d^y *£3 3I 



><SJwO)3J 3 J^^JI L^' 5 ' > C5 ^- /Q -^ ” 

j CilijjJojJI ^.Lo^IjJdwO) j *llj jlxaj 4 ^Uail! CilsJwQ 

. dULAJ^Mj}] 

hjj\ ^ ^UioJf UJ (^llt - 

. 64bit j 32bit CaUJUJol 

j LbJjJI ><sAS dJ^Ux^o j sLoJdj^H la11>Jq dJj^o>jJI £vj>S - 

. jJ^oJqI d^IsJol CjL^qjjJI ^3-vOJJ dll3 

^ C d5*] (J-Oil J y$l]3jJJ ^ijwUUwO 3 dJ^S tfljj *ldJ Jj^pJI " 

. Ujj>w0jj 

3 >clibjJI CataldJ djl<x> 3 ^LojixJal djlojxll ojL> Jj^llt - 
^^jJt vQA^OwoJq! djLo>- 

.dj Jda>3 

♦ ♦* 

l 3jJt { j& <L<Jji ^UsjJI ^Lo (jl (^Jt (J^xlio li& ^>0 J 
Jdlszj ( j3Jl (jjU^jjJJt >}Uls^l (J^OJ dit ^IjXoO 3 Ud *U* 

Lbj^I Stable ^>93 wuuJqI ^woulll L«jta (J-^ld^^ls-o 
dta 3 4 (Wlu. Utj£> ^SJI Jj^JI *J& gpb 

dllS 333-0JI ^>o L> u£jjJ talszjjjj f.bd 111 (Jji^o 3-/Q 

CaU^tjJI ^Lol 3 CilsJJol djjj js^lxlol >Q33 j ^^j^JdjJJ (Jj|£ ^oll£>dJ 
djLoj tfl^jJt dj^jj 3 GNOME 3 KDE ^llxs dd-^^uj^JI 



dJi 3 yOjOOwOuJcit 3 (Jj-A>3 J dJ^>Ijw<a 

♦. JsjIJI J^L> ^ dli 3 dLollf>j s-Iaj djAs^Ldo 

www.linuxfromscratch.org 

>«A>w*Djli JUJqI Idk <^Lau£t ^dl ajwOJjJL 3 

*tu d! J>bo jas www.susestudio.com ^s>oj 

idbj c>«-^ ^ill Opensuse di^yj^j 

diljd ^-LoJ (j>o djdoj ^ijol ldi> CaLoj loS ladsi JjJ^oJI 3 4 

L jJt j1a1>1 (^Jt dijbl d^biJol dlkdj 3 di^biJol 

. diji^ 30 Jit ^ dJi 3 disoj^j Udsi JisjwJjj (jt JUj3 

yallhji 4 d^oj^j 3 JjiLuu >ollbj (^ J^iJI JuJoo liidoj liA ^>0 3 
3 ^l^jJI d><^)j >qjj (_^t js^dJol 3 A ^^jJat dd Jar-uuJI 
(, (jjdidJI Jldo k^jX^a ^jiwai djt ^Lis^l votlidl CalkLo 
><allhj ^jJdj vo^iii Lot 4 dUol L 

d dd 3 dJ;XO-« ^jiwJi J>Lls^)l 31 Jd^oO 

♦. Jdo Caddj^j Ciiijjt IaLo 3 L >u^jdJt Xjk*Ji& jxdat 

Ubuntu , Debian , Opensuse ... 

















L ^ilt ^>0 djjlo^J^Jcil sblo^JI ojL> 

(jl £L« ><53^52]) J^isi (^>5^1 yOA^i-OjJal UJ V ( _^l!l 3 Ujic- 

f-j^wdlJI CLoA9 djLdl LA&l^ 3 Cjlilioj 3>-Jj ^j±jSil\ voJkzJI 

{ j & dlLo^lt jJ^L^Jq! ^>0 djU^JJ dljwO )3 (J-osI J52] 3 (JUJot Iaa 

. Uja>jJ CiklijJt yoJ-52J > 0 J Ul%>52^ 3 UwOAS 

l> UJj 1L^ 3I jJjbs^O J^J^j d 3 jlo> ^3X0 jLl^l 3 1 yolioj (JjI^jIs 

♦. <>* j Protection Measures 

cakL^ ^ jjjiilL* dil3 >«3 j 3 Dual Mode Protection - 
Mode Bit dsUbl 33c- >sA>3waiJol cjULo^ 3 >$113111 

Uils 1 CiiS J ^ ^Ikii! Uils 0 ailiJI c^ilS tils 3JI ^ 
^0)332 Id dJ^I dxl j\ LJ3^ouUJI d«J ^3^ tfdb 3 
User ^^LoJqI 3 Monitor Mode ^UwJI 

. Mode 

3V Monitor Mode ^ L3ta ^>$3 3 I/O Protection - 
dd^dl j\ ^wolj^lll il&> Cildldd dJA>3 didcJ ^ >$dlOwadol 

3 CikJwo^- ^ >$31 3 i^lill d>b 



J Memory Protection - 

d>LaJcii ^JA>3 t^Si- IJJ052J j L&jJI ^.^J^JJ vQA^OwoJqI 

^J^JI ><sli3ill ^w^au 3 ^ 1 UI 

>«33 j a^JUJcst 5 jU> J CPU Protection - 

j Lbj 3 Lj^i^Jol CiljJ-AsaJi (J^xsJJ dlli j Timer ^^cwujj Lo 
. djLo^ J^J C )woj cdl3 j Ua9 

3 ^OjJol A>3 sLolij^lt ^[$3 ( jjJI jislisJot (j>a9 

><jjj LoAic- J^LAIqI joa duA>Jt Buffer dUAjwadal 

Ujj>3 ><SJJ 3 lA^)bi>3wait ^ ^ CiLc^lszJoi (^0 dJ-^£ £*tsjt 

♦. oAs^ j tf|^lLo! >«3 j Buffer 

Buffer Unbound Buffer - 
. JJfll l333jJJ >oli3ilt 


. Buffer pjlAj c_ 9 i> 3 j j Buffer J\ Bound Buffer - 

^1 Buffer Overflows mI>xj ^ u>j ajl j 

oj-o 3 ^1 Buffer J^ldi-o ^ ^ ^l>i!t 3 cjIsjjLjJI l \ \ 
cVQ diJj. >wQ J Ml 6j> dAjLaU-<5 (_^A3 (JaX-oijJI sLoJ^jj 


Cil> 



tVirus ciLajj^kit )siusJi cjh^o>iii j $ 

jj^t i^a ( ... Backdoors l Trojans io[§>b al^x^t L Worms 
S>!3^UJ (_^' £ - ><3 A>3 wUuJqI aj-03-O^ 3 a^O^LaJ bbAj ^^jJI jJdL>JqI 

dJwQwouJ 3 ji^UJol tfiuS ekljiv^c (J^klt Ijjj^ l_L>o 111 

i l^L^o-ouoJ j^o^ll 

?? >3KjJl n dj-oL> UJ Cik^w^j L gjii Virus CiLou^klt - 
133^ LSwoaSJJ LSwUaSJ ^wouJJ Lbj^l Lob! 3 LsllSZ^oJ (jauJ 

(JjjSoJt LbtbAVjjJ^ Jlijj^L yO^ij J yObivJwUjJcii <JwO (jbl 

Lsjl^-oL Lobt 3 a>J 1 lius bis^ j-^3i3 ^ j l aj^UJt 

. yoLLuJJ dJwOlLui^l LblsJJo! l 3A> 
aliA> cbL^wojj Worms (jlbJbJt - 

3 iLolxJ^!! Caj^^XJ (J^2JwaiJ3 (_^bLo JdJwOJ^ ^1 (j^b^LaUJ^JI 

... LU-w^iJt ->o b-^x>J dJJb 3 Lbl^jwoiJt Jijjj 

ajjlj^jJ! ^ixou^t (333 Lbjj^owaij Cixib Trojans aL^x>l _ 
cAjav'^Io b3l3 djojwau Lbh^ojj c >£ (_^ 3 

(JLo 52 jwuu! (^Jt 3 >^L! b -^50 j Jd^oJI (J -0 yOAi>Owa)Jc)l 
. dJJXyO>l!t ^jlz- Jd^oJIa yObivJwUjJcil flii^ dA^lol>^t sLuubldJI 



Cjjsjj >039 3 j 3^ Backdoors - 

ajLojJ^o Jij 3 djlc- u> jUwaooJJ 31 ^A^JwuJqI 39 >o£>jJJ 

XXaIsz 3 3IJI3A o^Luu^lt Ia& 3 a-olc- 333 3-/0 dJ^oi>-wa)Jl 
3 l&jjlol3^0 3 (3^ ^jUwoooJJ CjLo 3^>J t 3 Cilf^waiJt 

. RAT 3 SSH ac-l^jl 3^0 

3 ^11^^1133^101 iboJ^33l>j^ 3^ ajj-ol31 ]d^ 1 <^JIl<S 3l3^1j 3 

^uoll^j 3 JI aslot ^ 5 ^ Windows 7 >oiy Ul* ^Ua 3 IH 
3 & 3 M>Jol tfiaJ dubjst .Jot 3^0 313 ios 3 Android 

. 33^^31 iLoJ^jj 

: Uj-O CabJI ^Loisd >0JJ 3LL>^1 tfiuS 3^0 yollbjJl djloj>J 3 

al«3-oj <3!!I J3^l ^IsaII J» 3^ 3 Firewal^liil 3];^ - 

CabbaJl 3^33 9 a 3 aLo ^>>3 3! >ollaaJJ Ji^aa 3IH cAalaaJI 
>oliaaJI Cj^IUojI aait^oa cilia 3 £3>>'ll 3I <J3 >a11j UJ ^3^0wodol 

.aj^UJI 3 aal>taJI Cil^jwoiJt 39 
ajit>oj dJa 3 ♦. Protection of Ports aa^yJI aslilol 3 x 0 b - 
Uab t 3 j*J 3IH AabJot Jsi 3 cdolki 33 a^lklot aslilol 

3 aaaaSJI Cila^x^aJIa a-ol> 33^5 3 Cili]>i>^Ll (J-^Lujj lib-o 

. y^y 3 >oA>jwuuJoi Ciby jLuu 3 ^ y^52jwoij 


3X^0! a^lLo ajj>s^ ay^jj ^j;Lyo ♦. ^]>ii c_yt 



cUiijLo^JI ^i55j *LoJSJI $ : ijjy! /o /K o H j AZUI ^Uaj 

j-Vl j lit M 4>lijj ^i!t J *)\ tiixJ j£s£> (Jjt J >»}LJ 

Id^ojfcwOJ (_^J^ \jPj^' 3 d^jj^jJt tfA&J J^LJol 0>j^QS>- 

CiLi J d52^C J^sJt 

di>.jwG ^9 *U. dj^ 

^Udj dJ3 
♦♦ 

s)j 3 j (j-oUJI 

♦♦ 

J l >ua 9 ;U 

v^UdJ (^S^ll^oJI £*L^ dili 3 Cij>A>JI a^)la^ 

J ^3J3wQ 3 (J^ol^Lo ^S^jjLoi 

^j£- ><sllf>j (J 3 I (j^jJ eJJ3 3 dAS^Lo^ 3 dxill 

^SjJqI Xj\±j ya£j£^>J j { j£- ll^Jt *l£3Jf L ^ 1 ^ >< 333 J L ^AjjLot 

www.azulos.org , ^ ^*31 



XOA52J J IjSJ^AS djjj-o d32jj 3 J : Ojuba dJ^JXff-l yalioi 

3 32bit >o^a3 3 Gnome djjj^Jal Loljjst 










jj^t 3 .64bit 

^52jjjill *.!& 

www.ojuba.org 

j Ubuntu lS 1*i 3jjjva 5jj>& axjjjj , Helal J^Ls> >ollij - 




yolloj J ^JOOwUuJqI 

jJwOJJ 3 «bj>52Jt 

3 £vls£Ji 3 ^3 -ojJIj 
( 3 --Q d52jJ3jJt ^3-« 


t CjU^ixJol 

www. helallinux. com 

cdJi 3 Ia-^Ixo >wOU 3 ^J^LojJqI >150 V' 1 ^ 8 -OU V 3 

^ djKwO s^U4 3 (3J>5iJi (^^JwoJqIj l P 3 A 1 U 













